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KEFLY 70 THE QUESTIONS SUBMITISD BY THE CHATRMAN, COMALIEION
ON_OOVEREMENT STCURITY COECEENTNG EXTCUTIVE CRDER 10501

1. %o distinction le made betuween the terwm fgecurily informstion®
as wied prior to 15 December 1953 and the term "defense Information® s
used subsequently. _

. Yem, since they ave considecred to be synonymous. This Agency
hes not used the term “security information" since 15 Dscember 1953.

3. It ie roughly estimated that at least {52 of all documents ozi~
ginated in this Agancy are classified 'mder Sxecutive Crder 10501.
There ie no cther autherity for the classification of informstion as
defensze informztion or security informstion. :

L =nd 5. Because of compartmentstion of the Agency 1t would be very
expensive and time consuming to arrive at even & rough estimate of the
percentages of the three claseiffestions of deouments originating in or
received by this Apency. ;

6. only to the extent of interpreting the definition to include "pre=
juddoinl to the intelligenco activitier of the ration.” '

7. It shodd be retained. There are varicus categorise of informa-
tion which sre not senaitive encugh to moet a FFCHET elassifliecation but
which would, if revealed to unauthorized gource, be prejudicial to owr
intelligence activities.’

8. It should not be abollshed.

9, 1f the classification of CONFIDVMTIAL were sbolirhed, it would
neceseitate an enlargement of the definition of SECKET. This would tend
to wasken the degree of protection now gilven to SECRET materisl because
of the increasge in volume,

8. A tremendous burden from the standpoint of personnel and
man-hours would be expended since all materisl now classifled as
COMFIDENTIAL would have to be reviswed and removed fyom the
CONFIDENTIAL category. _ -
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10, Certain categories of administrative documentis regarding
carsormel would be upgraded. Txamples of downgrading would be nen-
current and non-zensitive material ss the passage of time would permit.

11, Nonpovernmental contrsctors in genaral do not feel that
regulations for docunent classification as enforced by this Agency
under the provisions of syeputive Order 105C1, Pection 1, hemper
their performance of Agency eontracts.

12. The authority to apply origimsl classification has been :
delepgated through the enteblishment of a Clameification Control Nole
work consisting of san Apemey Classificstion pontrol Oificer mnd Assie-
tant Claseification Control Ulflcers. :

i3, Flssse refear to ;jsamgm;ﬁ 3, of the cover letter.

1L. There is no apprecisble difference in the percentage indi-
csted above for the fidld as ageinst departmentsel . )

15, teme seeurity classification as the snclosure with an "auto-
matis doungrading® to unciagsified if the transmittal letier containe
no claesified information.

16, 17, 18, ard 19, It is telieved thet backeround information on
some of the problems the Central Intelligence Arancy has sncountered in
downgrading and declareifying material mirht be helpful. During the
lnttor pert of 1955 & survey wae conducted of those major componente pro- -
ducing completed intelligence reports to determine what would be gained
by reviewing these reports for the purpose of doungrading or declasgifi=
cation. The survey disclosed that in prectically every instance com-
pleted intellipence reports cited classifisd individusl dorument sources.
7o review sompleted intelligence rejoris, therefore, would firet require
& voview of the cited individual documsnis,.

The problem is further compliceted by the fact that in such & veview the
eontrolling factor in meet instunces is the protection of intslligence
sources and methode rather than the substantive content, in this cone
negtion there were many intellipence reporte originated during World War il
that are still held in a classified status because of the necescity of pro-
tecting the sources.
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Purthermors,; the fact thet & series of intelligence documente rep-
resents the ecompletion of a particular eollection eliort doss not in
many instances warrant a declascification or doungrading. The specific
cpsrations through which this particular informstion was obtained may
still be aotive or working con other collection reqiirements.

tver snd above these considerations on intelligense studles and reports,
CIA is feced with an edditional security problem in thet praciically all
of ita administrative informetion particularly thet comnected with Urgani-
gation functions; nomely, oificisl titles, salaries, and numbers of per
sonnel emploved must be cerried in & classified ¢ategory. This need is
recoprised in Section VII of Public Law 110, Elst Congress, lst ‘ession
(19L:%) which exempts the trency from the provisions of any other law re-
gulring the publication or disclesurs of this type of administrative ine
formation. 7The feregoing, however, does not provent a continmuing review.
of elsspified material falling into certain categories such ae eorrespon-
dence, general administrative letters, and nemorands and a few specific
types of pariodic publisstions; namely, those which do not cite sources.
butonatic downgreding stamps have boen and are being used widely in per-
wieeive ingtances, The igensy “leszsificetion Control Network hae been se~
tablished to control the application of official clarsifications and to
parform the functlone of reviewing clarsified muterial for the purposs of
downgreding or declassificstion. fuldance on 2 continmiing basie is fur
nished to the Contral Network by the CIA Clgselfication Control Gifilecer
and also through the medium of sgency regilatory materisl.

20. No additicpal storage problems have resulted from downgrading
or declaseification activities. Mo sericus adninistrative problems heve
heen sncountered. .

#1, Yo seourity probleme have been oreated or intensifisd as & resilt
of downgrading or declassification setivities.

22. Reoipiente of claseified documents are notified when such documente
&re regraded, The Arency regulations regquire that the reciplents mske the
neserveayy changes on the documente, The lgency Library refsrence cupy ie
marked to reflect the change in c¢lassilicetlien.

#3. Thie Agency does not maintain a month by month count of documents
downgraded or deslsssified; however, from Decombar 1953 te July 1956 approxi-
mately 1,900 CTA documents have been downgraded and apiroximately L50 CIA
doouments have been declassilied.
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2. The Direotor hss aseigned to the Chiefe of Agency Cemponentis
the responsibility for the designaticn of fcsistant Cleaeeification Cone
trol Cfficers. These 0ilicers designate suthorized classifiere op approxi-
mately 157 of total Apency employwes, and who are responsible for the
eontinuing review of material for downgrading purposes,

25, The actual document roceived as UNCLASSIFISD or FGR OFSIGGAL
UeE CRLY i not generally classified higher. jgzenty documents produced

45 & resuli of corvelation, analysis snd integretion of Information from

sugh documents with cther classified dooumenis uswelly require = higher ,
clasrification to be epplied to the newly prepured decwmmant, :

26. If the documant is obvicusly underclavsified, the matier would
be brought to the attention of the originetor with suitable recomnondation,

£7. Percentages not availatle, however, the aumber vould be very
enall, : ’

6. %o. The elasnification of ancther Agamj or Qovermment is
normelly respacted.

29, Ezecutive Grder imal,

30. tes paregraph 26, ‘

51. «nd 32, Any dissgreaments in the elassification of documents re-
eqived {rom outside tuiw Agency would be handled on a working level basis,
and no central reecord of such dissgresments 3L sy would be maintained,

33« It ie oot pomeible to give iha nunber of elaraiflcetion changes
as eategorived, but owr records do indicate that from the period 15 Deceme

‘ber 1953 through July 1956, spproximately 800 items were upgraded, approxie

metely 1,900 items were downgraded and approximetely LS50 items were come
pletely declaseified. ' 4

3k A1) reciplents of clsssified miterial originated by this Agency
and on which the claseificatian has been changed or cancelled are sultably
notified, e :

38. This Ageucy lesuss formel notificstion of eia%ifigﬂm changes .

38, Hongovernmgntal contractore, to our novwledge, have pot been
4 in their reriormance of this Ageney's mrs-t.razz{s wider the provisions

of Excoutive er’mgﬂlg Zection v {1},
37+ fee paragraphe 16, 17, 18, and 19,

b
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38, fThe Cemtral intelligence Agency's high operational security
requirements for custody and sale keeplng of claseified information

 gsuses some complaints but, to our wnowledge, thie has not hamperad non-

governmnial ca_mmwrﬁ- in their performance of Agenoy sontracts.

39, (lessified informatlon ip discloped orily to those authorized
1ndividuals who require the information in the performance of their
officinl duties.

40.  feetion 102, (d4) (3) of the Nationsl cecurity Act of 1947,
as smended ryovides inter alim wrhat the Directer of Cemtral Intalli-
gance shall be responFLoie lor protecting intelligence sources and
methody from unauthorized dimcloBure.”

Ll. This Agency, in addition to rxecutive Order 10501, is guided

by fection 102, (&) (3} of the Natonal Fecurity Act of 19L7, se anended.

L2, Internal end external courier service for TOP SSCFET end data
classified SECIFT and below iz performed by & reguler organized courier
unlt, However, special courlers are designated as operational require=
m ﬂ&mﬂm '

3. Appropriate sccountability racorde of deptruction are maln-
tained as required by ¥xscutive Order 10501, seetion 9 (R).

ili. Prior to the time new employees commente their duties with
this Agsmuy, they receive an intensive security indoctrination which
inoludes & priefing of thelr veaponsiblities under Fxecutive ordaer 10501,

L5, 46, and L7, The Department of Justice wes informelly approached
by this Agency coneerming problems which probably are unique to sn intelli-
genoe orpanivation, OCertain documents previcusly classified #IEETRICTEDY
were of Buch a pature that they ceuld not be prope 1y classified "CONFIDENTIALY
but in their totality woudld represent information regarding coverage which
should not become publicly svailstle. In addition other decuments though
witlaserified should give warning to their users of the problems of copyright
snd 1ibel inherent in such publications. This Ageney wae informally sdvised
that Executive Order 17501 was not to be conetrued as a limitation which
would bampor its operatione or the integrity of its files. This Agency
thereupon adopted the use of the phrase "FOR OFFICIAL OFE onp¥™ for the
protection of thess types of information. '
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-

L&, At the initiation of the contract & fecurity Cfiicer gives
the contraclor a cogprehensive seewrlty brisfing at which time the
gontractor eigne & scourlty agreement. 7The Zecurity Ufficer along
with other Agency personnel insofar ae possible assiste the contractor
in getting up required security measurss.

L9. Gee paragraphe L%, L6, and L7.

50, Thie igency within the framework of catrrying out its mission
has fally implemented the provieions of Ixscutive Grder 10501,
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